FIRST LOGIN and SETTING USER PERMISSIONS IN V.T.

1. Welcome to Yirtual Terminal! @

Create Initial Administrator Account
Administrator User 1D; |

MOTE: This pazswaord is temporary and you will be prompted to change it
whien you log in. Passwaords are & minimum of 8 characters long and must
ontain at least 1 letter and 1 number. Valid characters are all upper and lower
case letters, all numbers, and any of the following: '@ # 5% *(1~_-+={
Hl==,.710

Temporary Fassward:
Canfirm Temporary Password:

User's Mame: |

Email (Optional: |

ok ‘ Cloge ‘

The first time you launch Virtual Terminal after installing you will see the box above.

Administrator User ID: type admin (in lower case)

Temporary Password: type passwOrd (thatis a zero, not an “O”)
Confirm Temp Password:  type passwOrd again

User’s Name: type your name

Email: skip this step (not yet available in Production)

When you have completed the items above, click the OK button.

¥irtual Terminal Login

Uszer|D: ||

Passwnrd:|

Ok Close |

You will see the login box above:
User ID: type admin
Password: type passwOrd



After you do so, you will be prompted to change your password:

Virtual Terminal Login

- | ) You must now change wour password,

=

Click the OK button to proceed

Change Password

Ol Passwword: ||

|
I Mesn Password: I
|

Confirm New Passyword: I

Display Passwiord Rulessinfo | ok Close

Your will want to input the following:

Old Password: type passwOrd
New Password make up a new password that ONLY you will know
Confirm New Password: type in your new password again.

NOTE: If you have questions about what is or is not a valid password, you can click the
“Display Password Rules/Info” button for more information.

Change Password

I Old Passward: I**'“'*‘m

I Cu:unfirml
L]

- | J Passwiord saved.
Display Passg ] Close |
Ok I

Click OK to proceed to the next step.
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Fil= Cptions Features  Abouk

Transaction Information
Card Mumber ||

Expiration Date (MM CAA2
Total Amount
Tax Amaunt

Card Holder Mame |

~
~
~
~
~
{5 Approval Code li
~
~
~
=

Order Mumber |

TRANSACTIONID |
Uzer Data 1 |

INGUIRY User Data 2 |
User Data 3 |

Virtual Terminal
PROCESS AS | ~|
) MANDATORY FIELDS
JerPay
MICR: -1 Clear Fields

Viirbual
Terminal Response Information
Response f Status |

Action Code CWY2 Response |

Authorization Code

Transaction 1D |

Close | TESTING MODE Submit

This is what the initial screen will look like in Virtual Terminal.

NOTE: You are currently in “Testing Mode” (indicated in big, green letters at the bottom
of the screen and at the top on the blue program bar). Testing Mode is used not only for
testing, but also for Training employees, and just getting the feel for Virtual Terminal.

NOTE#2: You can see the roles on the left hand side are all greyed out except for
“Inquiry”. Even though this is the “Admin” account-you will have to assign rights and
roles to each user, even the Admin.



= Virtual Terminal - Retail --- User: jason weiieiick TESTING MODE ****

File Malsdfsp=8 Features About

Terminal Type b Transaction Information
! Configure Card Mumber |
 _ Diagnostics Expiration Date (MM G2

User Maintenance Tatal Arnount
hange Password
¢ Tax Amount

Datahase P
§oonase e Card Holder Name |

On the drop down menu at the top of the screen click “Options” and then “User
Maintenance” to access the User Maintenance window.

Yirtual Terminal User Maintenance

Actions
Add Mew User

Uzer Information

| Uzer D |admin

M Lser Marme: |iasu:un

Etmail; |

Status: |Active

Last P Change: |Februar§.-' 11, 2009 3:34::539 P

Lazt Logout; |

Last Login Attempt: |February 11, 2008 3:32:26 PM

|
|
|
| Last Login: |Februar§.-' 11, 2009 3:32:26 PM
|
|
|

# of Failed Tries; |n

zer's Roles I

Adminiztration .
hodify Eoles | Close

You will see the User Name you created on the left hand side.

NOTE: The User ID (what you log in with) is admin (not your name). You can use
admin as the User Name and the User ID if that makes it easier to remember.

This screen is used to perform the following tasks:
1) Give new users access to Virtual Terminal
2) Inactivate existing users
3) Delete users
4) Unlock users who have too many failed login attempts
5) Reset user passwords
6) Modify Roles (to adjust roles and rights)

We are going to click the “Modify Roles” button to adjust the permissions for the Admin
account we have already created.



Virtual Terminal User Maintenance

Modify Roles
~Roles

Actions

| Auwailable

Sales

Voids

Fefunds

Maodify Recurring
Madify Offline
Feporting

All ==

=E

== All

Currently Has

Administration

Accept

Close

modiny Eoles

Close

The left hand box shows what Roles are available to assign to this User.
The right hand box shows what Roles are already assigned to that User.

Since this is the Admin account, we recommend that you assign ALL Roles to this User.
You can either click on the Available roles one at a time OR click the “All>>" button

which will assign ALL roles to this User.

Yirtual Terminal User Maintenance

Modify Roles
~Roles

Actions

| Awailable

==

==

== Al

Currently Has

Sales

Waids

Fefunds

hodify Recurring
hodify Offline
Feporting
Administration

Accept

Close

Click “Accept” to save the changes.
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Transaction Information

 SALE Card Number |
" BUTH ONLY Expiration Date | (MY CWy2 |
¢ FORCE 2

falsi=s| Virtual Terminal Lser Maintenance

—Actions
Ol iazon ~User Information
|ason Add Mew User
~ CAP | Liset ID: Iadmin S—
 CHE | User hame: fjasan Make Inactive
Etnil:
{~ CHE I e I Unlock S
I Status: IAdive
= CHE
I Last P Change: IFehruary 11, 2008 3:34:59 P Delete |
i+ INOU -
I Last Login: IFebruary 11, 2009 3:32:26 PM T
virl I Last Logout: I
| [ Last Login attempt: [February 11, 2009 3:32:26 PM Frosst Pagsir
ma— | # of Failed Tries: |n
Jeq
~Jzer's Rales Save ialds |
Administration, Sales, Voids, Refunds, Modify Recurring, ;
g Moty Offline, Reporing  lindhglaplze cancel

Action Code | CWv2 Response |

Authorization Code |

Transaction 1D |

TESTING MODE suomi_|

You will return to the User Maintenance screen. Be SURE that you click the Save button
to retain the changes you have made to the Roles of the Admin account!

Reprint Lastl Close

You can Add additional users now (and assign roles to each user) OR you can move on to
Configuring Virtual Terminal by clicking the “Close” button.

FINAL NOTE:
MAKE SURE THAT YOU REMEMBER YOUR ADMIN USER ID AND
PASSWORD! WE HAVE NO WAY OF RETRIEVING THESE IF YOU LOSE
THEM!



